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Chair of Governors
The Acceptable Use Policy: All adults working in school

All adults working with ICT equipment in Birmingham schools must ensure that they have read and agree to abide by the Birmingham County Council Acceptable User Policy which can be found attached (Appendix B)
Here is a summary of some of the main points:

For personal use:

· Do not give anyone access to your login name or password. 

· Do not introduce memory sticks into the system without first having them checked for viruses and that they are encrypted.
· Do not open other people’s files without express permission. Do not corrupt, interfere with or destroy any other user’s information.

· Do not release personal details including phone numbers, fax numbers or personal e-mail addresses of any colleague or pupil over the Internet.

· Do not reproduce copyright materials without first getting permission from the owner. Many people will make their work freely available for education on request. Acknowledge sources on all resources used.

· Do not attempt to visit sites which might be considered inappropriate (Appendix A). All Internet use is monitored and logged. Downloading some material is illegal and the police or other authorities may be called to investigate such use. 

· Use of school Internet access for business, profit, advertising or political purposes is strictly forbidden.

· Users should log out and close their browser when their session has finished.

Personal E-mail

· Follow school guidelines contained in the ICT policy for the use of e-mail.

· Observe netiquette on all occasions. E-mail should not be considered a private medium of communication.

· Do not include offensive or abusive language in your messages or any language which could be considered defamatory, obscene, menacing or illegal. Do not use language that could be calculated to incite hatred against any ethnic, religious or other minority.

· Make sure nothing in the messages could be interpreted as libellous.

· Do not send any message which is likely to cause annoyance, inconvenience or needless anxiety.

· Do not send any unsolicited promotional or advertising material nor any chain letters or pyramid selling schemes.

When using the Internet, Virtual Learning Environment or e-mail with children

· Remind children of the rules for using the Internet, VLE or e-mail.

· Watch for accidental access to inappropriate materials and report the offending site to the helpdesk – schoolshelpline@birmingham.gov.uk or telephone 0121 303 5100
· Check before publishing children’s work; make sure that you have parental permission.

Report any breaches of the school’s Internet Policy to the designated person – the Executive Head teacher or in their absence the Head of School / Deputy Head Teacher. 
Photographs and digital video.

The school will never publish photographs of, or name individual children without prior permission of the child’s parent or guardian.  Parental permission will be sought upon the child’s admission to our school/s. As part of the curriculum Digital Video is used to promote learning.  As with photographs, permission will be sought upon the child’s admission.

Guidelines and Information for Staff

Staff should know the school rules regarding responsible use of the Internet.  All staff, including staff on long term Agency must sign this agreement (Appendix C).  Staff preparing work for children are required to report inappropriate material discovered during such preparation. A history of sites visited will be recorded by the computer and Smoothwall or New Support DNA forensic software is used in school.  
Appendix A
Inappropriate websites are those categorised as:

· Alcohol (al)

This category includes URLs that sell, promote, or advocate the use of alcoholic beverages, including beer, wine, and hard liquors.

· Anonymisers (an) 

This category includes URLs that enable anonymous Web browsing through an intermediary to prevent unauthorized parties from gathering personal information, but also allow users access to any Web page and bypass blocking software. Pages that provide free proxy IP addresses are also included in this category.

· Anonymising Utilities (au) 

This category includes Web page language translators and Web-page-caching utilities that could be used as anonymizers, without the express purpose of bypassing filtering software.

· Chat (ch)

This category includes sites that provide social posting and receiving of real-time messages. This includes public or private chat rooms and chat software downloads such as IRC that allow two-way messaging.

· Criminal Skills (cs)

This category includes URLs that either provide instructions for or identify methods to promote, encourage, or provide the skills to commit illegal or criminal activities. These include bomb-making, phreaking (breaching phone security or phone service theft), consumer scams and fraud, terrorism, evading law enforcement, stalking, lock picking, passing urine tests and selling pirated material, commercial software, music, videos, or fake IDs.

· Drugs (dr) 

Sites in this category provide information on the purchase, manufacture, and use of illegal or recreational drugs. This includes displaying, selling, or detailing the use of drug paraphernalia, as well as tips on legal highs, such as glue sniffing, the misuse of prescription drugs, or the abuse of other legal substances.

· Extreme (ex)

This category is used in conjunction with Gruesome Content, Hate Speech, Politics/Opinion, Pornography, Violence, or Game/Cartoon Violence to identify URLs that are at the outer limits of these categories, being gory, perverse, or horrific in nature. An example is child pornography, which would have both the Pornography and Extreme categorization.  

· Gambling (gb)

This category includes sites that allow users to wager or place bets online or provide gambling software that allows online betting i.e. casino games, betting pools, sports betting etc.

· Gruesome Content(tg) 

This category includes URLs with content such as tasteless humour, excretory functions (vomiting, urinating, or defecating), graphic medical or accident scene photos (containing blood or wounds), and some extreme forms of body modification (cutting, branding, or genital piercing).

· Hacking (hk)

This category includes URLs that distribute information and hacking tools (root kits, kiddy scripts, etc.) that help individuals gain unauthorized access to computer systems.

· Hate Speech (hs)

This category is dedicated to any sort of information that would encourage the oppression of a specific group of individuals. This includes promoting, explicitly or implicitly, an agenda against groups based on race, religion, nationality, gender, age, disability, or sexual orientation.

· Malicious Sites (ms) 

Sites in this category deploy code that has been designed specifically to hijack your computer's settings or activity. 

· P2P/File Sharing (pn) Soon available on all platforms*

This category includes the exchange of files between computers and users for business or personal use. An example of P2P use is downloadable, shared music. P2P clients allow users to search for and exchange files from a peer-user network. They often include SpyWare or real-time chat capabilities. P2P may offer bandwidth usage risks, or allow users to compromise network security by distributing proprietary or sensitive data outside a secured network.

· Phishing (ph) Soon available on all platforms*

This category includes sites that typically arrive in hoax e-mail established only to steal users' account information. These sites falsely represent themselves as legitimate company Web sites in order to deceive and obtain user account information that can be used to perpetrate fraud or theft.

· Pornography (sx) 

This category includes URLs that contain materials that are intended to be sexually arousing or erotic. This includes fetish pages, animation, cartoons, stories, and child pornography.

· Profanity (pr) This category includes URLs that contain crude, vulgar, or obscene language or gestures.

· Remote Access (ra) 

Sites in this category provide information about gaining remote access to a programme, online service or an entire computer system. While often used legitimately by people who want to use their computer from a remote location, it also creates a potential security risk. Backdoor access is often written by the original programmer.

· Spam Email URLs (su) Soon available on all platforms*

This category includes URLs that arrive in unsolicited SPAM emails. These are harvested directly from user’s email inboxes.

· Spyware (sy) 

This category includes URLs that download software that covertly gathers user information through the user's Internet connection, without his or her knowledge, usually for advertising purposes. This may be considered a violation of privacy and may have bandwidth and security implications. These practices are not part of the normal practice of software registration. This category is mainly populated using expert 3rd party information.

· Tobacco (tb) 

This category includes URLs that sell, promote, or advocate the use of tobacco products, including cigarettes, cigars, and pipe and chewing tobacco.

· Usenet news (na) 

The Usenet News category includes URLs that provide Web access to Usenet news groups and archives of files uploaded to newsgroups.

· Violence (vi) 

The violence category includes real or lifelike images or text that portray, describe, or advocate physical assaults against humans, animals, or institutions (for example: depictions of war, suicide, mutilation, dismemberment). Sites showing the outer end of this spectrum, such as depictions of torture, gore, or horrific death, are also rated as Extreme.

· Weapons (we) 

This category includes URLs that provide information about buying, making, modifying, or using weapons such as guns, knives, swords, as well as ammunition or explosives. Weapons pages may highlight personal or military use.

Appendix B

Birmingham Education Service Policy for the Acceptable Use of the Internet
The policy set out below is that which has been agreed for the acceptable use of the Internet within Birmingham Education Department.  All schools should also have an acceptable use policy both for pupils and staff.  

All of the guidelines have been produced in the light of current legislation including the following Acts.  Please click the name of each Act for the full wording.

· Copyright, Designs and Patent Act (1988) 

· Human Rights Act (1998) 

· Regulation of Investigatory Powers Act (2000) 

· Data Protection Act (1998) 

PART 1 - INTRODUCTION

1.1 Purpose

This is a corporate statement of good computer practices to protect the Department (Education Services) from casual or intentional abuse. With the growth in use of e-mail and access to the Internet throughout the organisation, there are a number of threats and legal risks to the Department, as well as the potential costs of time wasting, that can be avoided by following the practices outlined. 

Although both these tools are provided first and foremost for business use, the City Council and the Department accept that on occasion they may be used for personal use. At all times users should take into account these guidelines and adhere to them.

1.2 Scope

These guidelines apply to all employees who have access to e-mail or the Internet.

1.3 Publicising the guidelines

Effective communication is vital to increase staff awareness of these guidelines and their use within the Department. All users will be notified of the Acceptable Use Policies for E-mail and the Internet to which these guidelines refer, via a logon screen which will appear whenever a user logs-on. To proceed, users will have to click on a button that states "By clicking here I accept all City Council and Education Services policies on the use of computers including e-mail and the Internet".

1.4 Monitoring

The school has a system in place to monitor all Internet usage and these will be checked and analysed on a regular basis. Certain sites will be blocked if they are deemed to hold inappropriate or sexually explicit material. 

Although the School respects the privacy of every individual throughout the organisation, all external mail (both incoming and outgoing) will be checked for content and attachments to make sure that at all times the security and integrity of the School is not impeded. The sender of any message that is intercepted will be notified immediately. 

PART 2 - RESPONSIBILITIES

2.1 SLT

The policies and these guidelines have been approved and adopted by the Senior Leadership Team.

2.2 Managers & Supervisors

It is the responsibility of all managers and supervisors that the policies and guidelines are properly implemented and policed.

2.3 Service Birmingham

Service Birmingham will ensure that users are notified of their responsibilities with regard to the use of e-mail and the Internet. Through the use of 3rd party "firewall" software, Service Birmingham will monitor Internet and e-mail use and the subsequent analysis of this data (in accordance with the Internet and E-mail Analysis procedure).  Also, the appropriate security virus prevention mechanisms will be maintained and updated to meet the ongoing requirement of the Department (in accordance with the Virus Protection procedure).

2.4 Employees

All staff, with access to e-mail and the Internet, will be held responsible for complying fully with the Department's computer policies and guidelines.

PART 3 - E-MAIL GUIDELINES

3.1 Personal Use

Employees are permitted to send personal e-mails on a limited basis (in accordance with the City Council IT Security Policy - Computer Misuse) as long as this does not interfere with their job responsibilities. It should be noted that any e-mail messages are not guaranteed to be private and remain the property of Birmingham Education Services.

3.2 Confidentiality

Messages sent and received via the Internet are regarded by the Company's Act as having the same legal status as a corporate letter. Any material that is viewed as highly confidential or valuable to the Department should not be emailed externally.

A disclaimer document will be attached to all e-mails with an individual signature for each user. In no instance should the disclaimer be tampered with, although if necessary the signature can be altered.

It should be remembered that the Internet does not guarantee delivery or confidentiality. 

It should be noted that there are systems in place that can monitor, review and record all e-mail usage, and these will be used. Analysis of this information may be issued to managers if thought appropriate. No user should have any expectation of privacy as to his or her e-mail. 

3.3 Etiquette

At all times users should use appropriate etiquette when writing e-mails, e.g. e-mails should not be written in capitals as this can be perceived as 'shouting'. Guidance on "netiquette" is provided in the appropriate City Council and Education
Services policies and guidelines. These include warnings about the need to be careful about addressing e-mails, particularly when using address groups, in order to send them to only those recipients who will have an interest.  

In some instances, where the nature of a message may be deemed confidential, it may be appropriate to notify, or even seek permission from, the original sender before forwarding a message onto another recipient.

3.4 Dissemination of Information

In cases where information of a general nature is circulated via e-mail of on an electronic notice board, database or web site, it is the responsibility of the relevant manager or supervisor to ensure that members of their staff who do not have access to the system are notified of the information.

Please note that, even though there is no current case law, it is possible that e-mail could be covered by Data Protection legislation  

In particular, we are advised that the legislation will apply (1) if e-mails identify individuals are filed or organised in a structured manner that could be constituted as a "file", and (2) to documents "attached" to e-mails if they identify individuals.  

Also, under legislation, individuals have to give permission for data concerning them to be shared particularly if via the Internet. 

So, care needs to be taken regarding e-mailing information that could be linked to a named individual: please consult the Data Protection Officer if in doubt. 

3.5 Inappropriate behaviour

Users should not send messages that contain any unsuitable material or defamatory statements about other individuals or organisations.

Messages should not contain material or language that could be viewed as offensive to others or as contravening the City Council Equal Opportunities Policy, N.B. what may appear appropriate to one person might be misconstrued by another. 

3.6 Canvassing, lobbying, advocacy or endorsement

Material, which could be construed as canvassing, lobbying, advocacy or endorsement should not be sent by e-mail, particularly if this is commercially- or politically- based, and more particularly if this it expresses a personal, rather than a City Council or Education Department, view.

If in doubt, consult your line manager.

3.7 Virus Protection

To prevent the risk of potential viruses, users should not open any unsolicited e-mail attachments or independently load any software, including screensavers, onto their computers. If a user does inadvertently open a message or attachment that contains a virus, they need to contact the Link2ICT Help Desk immediately and close the message and attachment. It should not be accessed again without approval from Link2ICT.

In some instances it might be appropriate to inform the original sender that their message contained a virus. 

3.8 Security

E-mail is an effective way of communicating confidential information. This is only the case, however, if passwords are secure. To maintain security, it is good practice for users to change their passwords regularly.

E-mail should not be left running unattended in any circumstances where this may lead to unauthorised access. The system should be closed and re-opened on return. In no instances should a user login using a colleague's password unless permission has been given.

3.9 Housekeeping

Good housekeeping practices should be adopted so that files are deleted regularly or, if necessary, archived to a separate file. Mailbox sizes will be reviewed regularly and warnings will be issued to users with files of 50MB or larger. 

PART 4 - INTERNET GUIDELINES

4.1 Rules for business use

All users will be provided with access to the Internet through the Birmingham Grid for Learning but line managers should approve usage.

Users should not download any material that is not directly related to their job responsibility. This especially relates to screensavers, images, videos games etc. Link2ICT should be notified before any software is downloaded for business use: all downloaded software needs to be properly licensed and registered. Any such software automatically becomes the property of the City Council. There are systems in place to monitor all Internet usage including any software downloads.
4.2 Personal use

Employees are permitted to access the Internet for personal use on a limited basis with the approval of their line management (in accordance with the City Council IT Security Policy - Computer Misuse) as long as this does not interfere with their job responsibilities. This should be in own time, i.e. when clocked-out, or with the permission of line management.  

It should be noted that there are systems in place that can monitor and record all Internet usage, and these will be used. No user should have any expectation of privacy as to his or her Internet usage. Analysis of this information may be issued to managers if thought appropriate.

4.3 Respecting copyright

Employees with Internet access must comply with the copyright laws of all countries relevant to Education Services. Users must not intentionally download any material that holds a copyright notice. This also relates to downloading and copying unlicensed software.

4.4 Security

Systems are in place to protect the Department's information systems. However, users must also be aware of the potential risks associated with accessing the Internet. Employees are reminded that newsgroups are public forums where it may be inappropriate to reveal confidential information. 
Users are also reminded that unauthorised usage of a computer could include accessing e-mail or the Internet via a computer other than your own even if doing so under your own user identification, and could contravene City Council ICT Security Policy and even Computer Misuse legislation.

4.5 Virus protection

Although virus protection software is installed on all networked computers, users should be aware of the potential hazards associated with computer viruses. Any files that are downloaded will be scanned for viruses before being accessed. If you have any concerns about viruses on the Internet or think you may have accessed material that contains a virus please contact the Link2ICT Help Desk.

4.6 Inappropriate websites

Under no circumstances should a user access a site that contains sexually explicit or offensive material. If you find yourself connected to such a site inadvertently, you should disconnect from that site immediately, and notify your line manager.

Because individuals may consider a wide variety of material offensive, users should not store, view, print or redistribute any material that is not directly related to the user's role or the Department's activities.

Appendix C

Revised Staff Information Systems Code of Conduct 

To ensure that staff are fully aware of their professional responsibilities when using information systems, they are required to sign this Code of Conduct.  Any breach of this Conduct may give rise to formal proceedings being instigated; e.g. disciplinary action

· The information systems are school property and I understand that it is a criminal offence to use a computer for a purpose not permitted by its owner. 
· I will ensure that my information systems use will always be compatible with my professional role. 
· I will not state where I work on Facebook, Twitter, Snapchat etc

· I will not attempt to access any material that may be considered inappropriate (reference ICT Acceptable Use -Staff)

· I will report any inappropriate material to a member of the Senior Leadership Team

· I understand that school information systems may not be used for private purposes, without specific permission from the Head Teacher. 

· I understand that the school may monitor my information systems and Internet use to ensure policy compliance.

· I will respect system security and I will not disclose any password or security information to anyone other than an appropriate system manager.

· I will not install any software or hardware without permission.

· I will ensure that personal data is kept secure and is used appropriately, whether in school, taken off the school premises or accessed remotely.

· I will respect copyright and intellectual property rights.

· I will report any incidents of concern regarding children’s safety to the head teacher or the Designated Senior Lead. 
· I will ensure that any electronic communications with pupils are compatible with my professional role. 

· I will promote e-safety with pupils in my care and will help them to develop a responsible attitude to system use and to the content they access or create. 

· Social networking sites and blogging are extremely popular.  Staff must not post material which damages the reputation of the school or which causes concern about their suitability to work with children and young people. Those who post material which could be considered as inappropriate could render themselves vulnerable to criticism or allegations of misconduct.

The school may exercise its right to monitor the use of the school’s information systems, including Internet access, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s information system may be taking place, or the system may be being used for criminal purposes or for storing unauthorised, inappropriate or unlawful text, imagery or sound.

I have read, understood and agree to abide by the Information Systems Code of Conduct. 

Signed:  ……………………………… Full Name (Capitals):  ……………………… Date: ………
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